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1. Overview

Check Point CloudGuard Dome9 (from now — “Dome9”) is a Security and a Compliance solution for
the Public Cloud. When granted access to a user’s cloud environment, Dome9 will continually run
assessments for compliance to a number of best-practice standards (and user custom-designed
policies as well) and generate findings in real-time for issues that need to be rectified. A
well-requested integration is with ServiceNow, a platform for managing tickets/incidents and
organizational flows. Findings generated by the Dome9 Compliance Engine are sent to ServiceNow
and recorded as a new ServiceNow incident. These can be managed as tickets in ServiceNow and,
once resolved, will be cleared from Dome9 in a subsequent assessment.

This document describes how to configure ServiceNow to receive findings from Dome9. This is done
using a purpose-built ServiceNow application. Dome9 sends findings to this application, using the
ServiceNow REST API. The application creates ServiceNow incidents from these findings, which can
then be viewed on the ServiceNow Dashboard. The application can also configure the user’s Dome9
account, using the Dome9 REST API, to set up exclusions, and to acknowledge findings.

servicenow
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Dome?
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. Table REST API From
Exclusion Request| Dome9
Domed Configuration |
Configuration Table
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1.1. Application features

The main features of the application are:

1. Create incidents attach it to respective records in ServiceNow from Dome9 Compliance
Findings/Alerts.

2. Acknowledge Alert on Dome9 from ServiceNow.

3. Create exclusions, to exclude specific types of findings from being sent from Dome9 to
ServiceNow.

4. View details about entities related to findings, in the Dome9 web application, directly
from links in the incidents on ServiceNow.

5. Reopen closed incidents if that appear for updates received from Dome9.

6. Mandatory values must have values assigned while closing incidents.
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1.2. Compatibility
The Dome9 application in ServiceNow is compatible with these versions of ServiceNow:

ServiceNow Version: Orlando, Paris, Quebec, and Rome
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2. Installation

This section describes how to download and install the ServiceNow Dome9 application from the
store.

2.1. Pre-Requisites

These are the prerequisites required to install the ServiceNow Dome9 application.

ServiceNow Plugins

These ServiceNow plugins must be activated:
® Scripted REST APIs (com.glide.scripted_rest_services)
e Incident (com.snc.incident)

To install these plugins:
1. Login to your instance with your user credentials.
2. Verify you have the system administrator (admin) role.
3. Navigate to “System Definition”  “Plugins” in your instance.

4. Search and install above plugins.

Q System Administrator ¥

SErVICENOW. serviceManagement

SN ORC

Plugins All Applications ¢ FindinStore  Request Plugin
= | FILTERS Q, Incident
¥ Managi
System Definition lanaging
Installed 9 results for "Incident" Sortby = A-Z
Plugins Not Installed
Updates
Incident
¥ Pricing Incident Management
Free .
Pravides base functionality for Incident Management. Install
Paid
B:comsncincident | Paid | by Senvicenow
¥ Product family
IT Service Management
IT Business Management
° rkbench Demo
Risk ent
Security
Intelligent agent recommendation through dynamic matching rulesjcriteria. Install
Now Platform
1D: com.snc.incident_assignment_workbench_demo | Paid | by Serviceliow
Customer Service e -
Software Asset Management
performance Analytics and
Reporting .
Incident Communications Management
IT Opers ent Incident Management
Human Resources
Incident Communications Management helps you streamline the communication process by creating designated Install

Other

plans for effective messaging during an event.

2.2. Permissions and Roles

These are the ServiceNow roles and the permissions that are needed to install the application,
and to use it to view and manage Dome9 incidents on ServiceNow.

Role Permissions
System administrator | e Installation of the integration application plugins
(admin) e View Application Logs

e Edit Dashboard
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Dome9 Admin

e Configure “APl Configuration” and “Compliance Incident
Configuration”.

e Perform “Acknowledge on Dome9” and “Create Dome9 Exclusion”
Ul Actions on Compliance Incidents.

e View “Dashboard” and apply filters.

e View “Support Contact” module.

Dome9 User

e Perform “Acknowledge on Dome9” and “Create Dome9 Exclusion”
Ul Actions on Compliance Incidents.

e View “Dashboard” and apply filters.

e View “Support Contact” module.

2.3. Application Download and Installation

o Get the Dome9 App from the ServiceNow Store for the ServiceNow instance by clicking on
“Get” and entering your user credentials.

e Login to the instance on which you want to install the application.

o Navigate to “System Applications” “My Company Application” .

System Applications

= *
Systemn Applications
Search ServiceNow Store
Getting Started
Studio
W All Available Applications
All
Installed
My Company Applications
Application Cross-Scope Access

Application Restricted Caller Ac...

Application Design Access

e Click the “Not Installed” tab. A list of applications available for installation is displayed.

e Locate the Dome9 application, select it, and click “Install”.
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< Application Manager

AllApps  In Development  Not Installed  Installed

Not Installed

Check Point Dome9

* Version 1.0.2
Dome? * Created on Aug 21, 2019

by Check Point Software Technologies Inc

® The application will be installed into your instance.

< ?CheckPo\'nt Dome9d

Find in Store

Install

o Note: When User Install or upgrade the App, Compliance incident Configuration will be set

to default configuration.

o Navigate to the application by searching “Check Point Dome9” in the navigation bar:

Check Point Dome9

Check Point Dome9
Dashboard
W Configuration

API Configuration

Compliance Incident Configurat...

Compliance Incidents
Application Logs
Support Contact

2.3.1. Data Migration

e As part of this release, an alert will be stored in the custom table “Dome9

Compliance Incident” and the incident related to it will be stored in the system table

“Incident”.

Alert in the custom table will have a reference to the related incident.

e To make the previous app version compatible with the new release, a Fix script “Data
Migration” will be executed automatically when the application is installed or

updated.

e After this script execution, all the alerts from the older deprecated table will be

migrated to the newer implementation approach.
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o New records will be created in the new Dome9 Compliance Incident Table

for each record which is available in the Old table.

o Information related to alert from the old Dome9 Compliance Incident will be

migrated to the newer Dome9 Compliance Incident table

o New Dome9 Compliance Incident table has the reference field for the

incident. So the record from the older table is linked to the newer table via

this field in order to maintain the histories of old data.

o New alert from the dome9 will create the record in the new Dome9

Compliance Incident table as well as Incident table.

e Note: For the existing users it is recommended to uncheck extensible checkbox from

the Incident table. To do this follow below steps:

o Type incident.list in application navigator and hit Enter.

o Right click on the header part and go to Configure->Table.

servicenﬁw Senvice Management

@ = Inl:i\dzn'lsm Search  Mumber

T | Search

o = A
(y P
oo =w - = = short description = Caller = Prioeity
Soaf [a oz} |
Sea  Scat[ztoa) Search Search Search

Show Visual Task Board | -

(1) IHCK :::::Iﬂl' ATE SUDVEY WEET 5. Planning
Group By Hurmbesr

T St _ .

(|_,I WG ATF - Testl . 5- Planning

Ear Chart Admingstrator
e . HieLhart Uriable to access the I

(l" I b v il e Dateicd Mille: 4 Low
Configure kl List "

U_,- 1 List Calculaticns Diaveic] Millesr & ] - Critical
Expost ¥ ListContral

El; INCEE  pdate Selectod Dawid Milber 3 - Modaorate
Upsdate &ll Table |

LU IHC Create Applicstion Files Pinic] Milles ¥- Moderats
Imiport M1 Business Rules

(.1; IHCEE  Show XML wiorkdlows DaidMiller 3 - Mederate

o Select the Controls section and uncheck Extensible checkbox.

= Hate

Search

s

Hw

Chased

Chosed

g

Saft

Saft

g

= Table
< = incident

Atable is a collection of records in the database. Each record corresponds to a row in a table, and each field on a record corresponds to a column on that table. Applications use tables and records to manage data and

processes. More Info

% Label Incident
> Name incident
Extends table Task @

Columns Application Access
Extensible D

Live feed v
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3. Configuration

This section describes how to configure ServiceNow and Dome9 to use the application.

3.1. Configure User Roles

The application comes with two custom roles out of the box. System roles must be added to
these custom roles.

Role Required: System Administrator (admin)

Add these System roles to the Custom roles:

Custom Role System Roles to be added

Dome9 Admin (x_chpst_dome9.dome9_admin) | x_chpst_dome9.dome9_user,
personalize_dictionary, itil

Dome9 User (x_chpst_dome9.dome9_user) personalize_dictionary, itil

Dome9 Forwarder None
(x_chpst_dome9.dome9_forwarder)

Procedure:

1. Navigate to “System roles”, and filter for custom roles.

SErVICENOW. seniceanagement (B vetntion - P @ socnsinnsno - O @ &

= Rulesm Search MName ¥ | Search 1 to3of3

All>Name starts with x_chpst_dome3

Q0

A = Name & = Description = Elevated privilege

Security Incident
x_chpst_domed Search Search

¥ Setup )
@ x chpst dome9.domed admin false
Roles

(i)  x.chpst domed.dome forwarder false

System Security

(i) x.chpst domed.domed user false

Actions on selected rows... ¥ 1 to30f3

2. Select the custom role to which the system roles are to be added.
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= Role
< = x_chpst_dome9.dome9_admin

%k Suffix dome9_admin
Name x_chpst_dome9.dome9_admin
Assignable by (e}
Requires Subscription Unspecified v
Description

Update Delete

Contains Roles | Applications with Role (1)

= Contains Roles m Search fortext ¥ | Search

? Role = x_chpst_dome9.domed_admin

@ Q = Contains

Modules withRole (5)  Role Subscription Attributes

-
# = oo Update  Delete J

Application Check Point Dome9 @

Elevated privilege

No records to display

3. Assign the system roles, from the table above, by clicking “Edit” under “Contains Roles”

Tab.

¢ EditMembers

Add Filter | Runfilter @

—choose field - v

Collection

O,

~

action_designer
activity_admin
activity_creator
admin
agent_admin
anneuncement_admin
antivirus_admin
api_analytics_read
app_service_admin
app_service_user
approval_admin
approver_user
assessment_admin
asset
assignment_rule_admin
atf_test_admin
atf_test_designer

Name itil

—oper—

Cancel m

—value--

Contains Roles List
x_chpst_dome9.dome8_admin
itil

personalize_dictionary
x_chpst_dome9.dome9_user

Cancel m

3.2.Create Users

The ServiceNow platform admin creates the various Dome9 users.

Username (for example)

Role to be assigned

Dome9 Admin

Xx_chpst_dome9.dome9_admin

Date: 13 Jan 2022
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Dome9 User Xx_chpst_dome9.dome9_user

Dome9 Forwarder x_chpst_dome9.dome9_forwarder

Below is the example showing how to create a Dome9 Admin user and assign the
Xx_chpst_dome9.dome9_admin role to it. Other users can be created in a similar manner by
assigning the corresponding role to him/her.

Role Required: System Administrator (admin)
Procedure:
1. Navigate to “Organization” “Users”.

2. Click the “Users” module.

servicenow Service Management D Default [Che v [l checkroint v @ System Administrator ~ O (37 @ o]

Us!um Search Created ¥ | Search 1 wlooofer B Bk

= User = Name = Email = Active = Create = Updates
O, =userid =N = Email = Acti = Created ¥ = Updated
Search Search Search Search Search Search
(D aciadmi aci admin true 2019-08-11 23:46:27 2019-08-1123:46:27
don 0d e
() Domed ITIL User Domed ITIL test user true 2019-08-07 06:49:41 2019-08-07 06:49:41
) s
@ miduser mid user e 2019-08-05 22:55:21 2019-08-05 22:58:47
@ ox 0 20190730 06:2322 219.07-3006:2322
@ woxa true 2019-07-30 06:23:10 2019-07-3006:23:10
ing y
@ o nono true 2019-07-17 06:23:55 2019-07-1706:23:55
fo about a monthage about amonth o

(i) Domed App Forwarder Domed App Forwarder true {"{1?-[‘" :}U E":di 06 ;gl‘J-Oi-Ll 06:48:21
(i) MonDomed App User Non Domed App User e 0190710021607 2190710031607
G 9 App User omedAppliser  wue 2019-07-1003:15:35
(D DomedsppU: Domed App U I 01507100

(D Dome9 App Admin Dome9 App Admin true 2(319*17 2505:00:22
®  miduser e 2019-06-30 23:49:40 2019-06-3023:49:40
(@) (COxanalyst true 2019-06-14 01:45:41 2019-06-14.01:45:41

3. Onthe Users list that is displayed, click “New”. A new user form is displayed.
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— User -— .
< = Newrecord f = ooo  Submit

User ID dome9_admin Email email@example.com =
First name Dome9 Calendar integration Outlook v

Last name Admin Time zone System (America/Los_Angeles) v

Title Q Business phone
Department (e} Mobile phone
Password | sssssssss Photo Click to add...
Password needs reset Geolocation tracked
Locked out Location Q
Active v
Web service access only
Internal Integration User
Date format System (yyyy-MM-dd) v

Submit

Related Links

View Subscriptions

4. Fillin the form.

Note: The values for User ID title, and email address shown in the following table and figure
are example values.

Field Description

User ID Unique User ID for the role in your ServiceNow Platform

instance. An example is dome9_admin

First Name Person you are assigning

Last Name Person you are assigning

Title Job Title, for example Dome9 Admin
Password Unique password created for this role
Email

Unique email address

5. While creating Dome9 Forwarder user, ensure that the “Web Service Access Only” field
is checked.

6. Click “Submit”. Once submitted, you can assign the role.

7. On the Users list in the User ID column, click on the name of the new user you
created, dome_admin, for example.
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10.

£  Edit Members

11.

Once the record is open, go to the Roles section, and click “Edit”.

On the Edit Members form that is displayed, enter x_chpst_dome9.dome9 admin in
the Collection field.

In the Collection column, select and move x_chpst_dome9.dome9_admin to the Roles
List.

Cancel M

Add Filier | Runfilter (2)

—choose field - Vv | --oper- ¥ -value--

Collection Roles List

Q, xchpst Domed Admin

x_chpst_dome9.domed_forwarder x_chpst_domed.dome9_admin
x_chpst_dome.domed_user

Caneel m

Name x_chpst_domed.dome9_admin

Click “Save”.

3.3. API Configuration (optional)

This section describes how to configure the “API Configuration”, which is used to perform the
“Acknowledge on Dome9” and “Create Dome9 Exclusion” actions on Dome9.

Role Required: x_chpst_dome9.dome9 _admin

Procedure:
1. Login to the ServiceNow instance.
2. In the top left- corner, in the search menu enter “Check Point Dome9”. This will open the
Dome9 application menu. (As shown in the snapshot below).
3. Click “Configuration”  “API Configuration”.
4. Enter the APl key and Secret Key of Dome9 Instance, and then click “Update”.
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SErVICeNOW Serice Management D Check Point + @ System Administrator + O, 7 (D) £
= Dome3 AP| Configuration -
€ == Created 2016.07-25 04:28:04 ,f = ooo  Update

The Domed AP| credentials provided here should have permissions to Acknowledge an alert and create Exclusions.

kAPl Key AefGeT34-d244-42ea-b3ad-e353902981 1f K SecretKey s

Compliance Incidents

3.4. Configure Compliance Incidents (optional)

This section describes how to set up the “Compliance Incident Configuration” which determines
how the Dome9 incidents are created from Dome9 Compliance findings, and how they appear as
ServiceNow incidents. This includes mappings from Dome9 values (such as severity) to
ServiceNow values. If these are not configured, default mappings will be applied.

Role Required: x_chpst_dome9.dome9_admin
Procedure:
1. Login to the ServiceNow instance.

2. In the top left-hand corner, in the search menu enter “Check Point Dome9”. This will
open the Dome9 application menu. (As shown in the snapshot below).

3. Click “Configuration” “Compliance Incident Configuration”.

SErviCeNOW servicaManagement [El svstemadn v QSN CheckPoin v @ systemadministrator = QL [P (D) £
= A= = P
| *

Compliance Incident Configuration is used to configure how the Dome9 Incidents are created and updated on ServiceNow from Domed Compliance Findings.
S « Allow Access to ITIL: If checked, usars having the rola "itl” will be allowed to access the Domad Compliance Incidens; If unchacked, users would additi any of tha D ication roles
{x_chpst_dome9.domed_userorx chpst domed.domed_admin) to access the Domed Compliance Incidents.
Dashboard = Create Incident if not present: If checked, Incident will be created if not available in Servicenow; If unchecked, incident will not create in Servi ifi iing Alert's status is Passed)
* Resolve States: Select the list of states which can be considered as resolved states while re-opening the Dome3 Incident.
¥ Configuration * Resolved Incident Status: Select the status which marks the Incident resolved when alert received from Domed as Passed.
* Reopened Incident Status: Select the status which marks the Incident as re-opened when the Incident is resolved on ServiceNow and received alert is Failed on Domed.
API Configuration = Child Incident Creation Condition: Provide the condition for creating Child Incident. If the given condition matches while re-opening the existing Dome3 Parent Incident, then the application will automatically
create a Child Incident for that Parent Incident.
i § ) = Compliance Alert ings: To ing Incident table’s columns, select the column name for the attribute to map. Only the columns with the String data-type will be displayed.
i = Assignment Criteria: Assignment criterion define how the Incidents created from i lert: jgned to specific ServiceNow group.
v ion: Configuration for th y felds which should not be empty while closing the incidents.

Compliance Incidents

Application Logs
Allow Access to ITIL v > Resolve States z
Support Contact
Create Incident if nat present v Canceled, Closed, Resolved, On Hold
Resolved Incident Status Resalved v
Reopened Incident Status In Progress 3
Child Incident Creation Add Filter Condition ~ Add "OR" Clause
Condition
Assignment group v is || Incident Management Q AND || OR X
Compliance Alert Field Mappings v

4. Fill in the form with the following details, and then click “Update”.
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Field

Description

Default Value

ITIL

Allow Access to

If checked, users having the role "itil"
will be allowed to access the Dome9
Compliance Incidents; if unchecked,
users would additionally need any of
the Dome9 Application roles
(x_chpst_dome9.dome9_user or
x_chpst_dome9.dome9_admin) to
access the Dome9 Compliance
Incidents.

Checked

Resolve States

List of incident state, User can select
multiple state in Resolve States and
selected states will be considered as
resolved and populated in dropdown
of  Resolved Incident  Status,
remaining states will be populated in
Repened Incident Status

Canceled, Closed, Resolved

Reopened

Incident Status

Select the status which marks the
Incident as re-opened when the
Incident is resolved on ServiceNow
and received alert is Failed on

Resolved Select the status which marks the | None
Incident Status | Incident resolved when alert received
from Dome9 as Passed.
New

Dome?9.
Child Incident Provide the condition for creating a
Creation Child Incident. If the given condition
Condition matches while re-opening the existing
Dome9 Parent Incident, then the
application will automatically create a
Child Incident for that Parent
Incident. If the condition is not given
then the child incident will not be
created.
Compliance To map Dome9 Attributes with oComp'Iia.nce Rule short
Alert Field existing Incident table's columns, description
Mappings select the column name for the OComp‘Iiahce Rule Description
attribute to map. Only the columns Description
with the String data type will be
displayed.
Assignment Assignment criteria define how the Empty list
Criteria Incidents created from incoming
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Dome9 alerts are assigned to specific
ServiceNow groups.

Mandatory It defines the fields which should not
field be empty while closing incidents
configuration

3.5. Configure Related List in incident table

1. To configure the related list to see the related Dome9 alert, click on the “additional

actions” button = located at top left of the incident table form view.

2. Hover the cursor over the “Configure” menu item and click on the “Related Lists” in
the sub menu.

< El!‘.‘.‘f?f?.‘m

Save
Add to Visual Task Board

Copy Incident Form Design
Create Outage Form Layout
Update  create Problem I Related Lists I
Create Request A
Related 4 Al
Create Child Incident -
Repair SLA fable
Create Normal Change Security Rules
Tasksia © reate Standard Change Business Rules &(3)
Create Emergency Change Client Scripts
= [ Refresh Impacted Services Ul Policies
Metrics Timeline Data Policies I
S Followon Live Feed
] ollow on Live Fee Ul Actions
Z}; Show Live Feed MNotifications Bated
I Configure 3 I Dictionary I
Export >
View by 1\ 2021-04-19
1 02:45:25
Create Favorite
Copy URL
Copy sys_id
Show XML
History > -

3. Select the “Dome9 Compliance Incident” relationship from the list, click on the add
button and then click on the save button.
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€ Configuring related lists on Incident form Cancel

Available Selected
service Offerings m Task SLA->Task
Service Task->Parent Affected Cls
SLA Breakdown by Assignment->Task Impacted Cls
SLA Breakdown Core->Task Incident->Parent Incident

SLA Repair Log Entry->Parent task
Stale C1 Remediation->Parent
Standard Change Proposal->Parent

Request->Parent

~
Successor of
Task->Parent
Ticket->Parent ¢ v
Time Worked->Task

Transfer Order Line Subtask-=Parent
Transfer Order Line Task->Parent
Varlables->Task

q 3 de

Vi B
o name Default view v

Related Links

Show versions

0]

4. The related list for the related Dome9 alert can be seen at the bottom of the form.

[ = :Hgggﬁglg & v E ooo Follow  ~  Update Resolve Delete
Upgate | | Kesolve | Lelete N

Related Links
Repair SLAs

Task SLAs ~ Affected Cls  Impacted Services/Cls ~ Child Incidents (3) | Dome9 Compliance Incident (1)

=  Dome9 Compliance Incident m Search | Created ¥  Search 1 tolofl El
? Domed Compliance Incidents.
b3 Q, = Incident = Cloud Platform = Created ¥ = Short description = Cloud Account = Entity = Entity Type = Assignment gro

VMinstance with service
SQL Server Analysis gke-your-

- 2021-04-19 Service first-cluster-

i INCO011629 CcP GCP (fullenv-149408; lamu:

([ mcooniee D GLE 02:45:25 browser{TCP:2382) is (fullenv ) pooll. 'muser (empty)

exposed to a wide c325781a...

network scope

Actions on selected rows... % 1 tolofl

3.6. Dome9 Notification Configuration

This section describes how to configure a Notifications Policy on Dome9, which is used to send
alerts to ServiceNow using the Dome9 application on ServiceNow.

Role Required: Dome9 Application Role

Procedure:

1. Login to the Dome9 web application (https://secure.dome9.com).

2. Navigate to “Compliance & Governance” “Notifications”.

3. Click “Add Notification”.
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4. One pop-up will appear for creating a new Notification. Fill in the form with the
following details.

Field Description

Name Name of Notification

Immediate Select “Send to HTTP Endpoint” option.
Notification

Endpoint URL | https://<instance-name>. service-now.com/api/x_chpst_dome9/alerts.

Authenticatio | Select “Basic”.
n Type

Username and | ® Create a User on ServiceNow instance with
Password “x_chpst_dome9.dome9_forwarder” application role. (see Create Users).
e Enter the Username and Password of that User here.

5. Click “Test” to check the connectivity with ServiceNow. If successful, “Webhook test
succeeded” will be displayed.
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Create New Notification ®

Name

ServiceNow Instance

Description

Alerts Console ()
Include in the alerts console

Scheduled Report
["] Email scheduled report

Immediate Notification

[ "] Email report with changes from previous assessment (O

[ "] Send a separate message for each finding @

[ "] SNS notification for each new finding as soon as it is discovered @
Send to HTTP Endpoint @

Endpoint URL
‘hltps‘//lNSTANCE-NAME.service-nDw.cDm/api/x_chpsl_dDmeglalerts

Authentication Type
‘ Basic

Username Password
‘ dome9.forwader

Security Management Systems
[ ] send findings to AWS Security Hub

Issue Management Systems
[ ] PagerDuty

6. Click “Save”.
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4. Use Cases

This section describes some use-cases for the ServiceNow-Dome9 integration, to view and manage
Dome9 incidents on ServiceNow.

4.1. Alert mapping to the fields of incident
Role Required: x_chpst_dome9.dome9_admin
Procedure:

1. Login to the ServiceNow instance.
2. Navigate to the ‘Compliance Incident Configuration’.
3. Users can see the section ‘Compliance Alert Field Mapping’.

ServiCenOW. serieManagement [El sysemadn RTINS ISR @) senadminsmao - O P (B &
= Dome9 Compliance Incident Configuration —
domed ® < = Created 20190722 05:0326 & = oo Update
* o Compliance Alert Field Mappings v
Check Point Dome3
AlertID | - MNone-- ~ Cloud AccountID | — None - -
Dashboard
Severity | - None— v Cloud Platform | - None-- ~
W Configuration
Compliance Ruleset - None-- v Cloud Region - None-- v
API Configuration
Compliance Rule Short description v © Cloud VPC ~None— v
Compliance Incident Configurat. ..
Compliance Rule ID —None— ~ Entity — None— v
Compliance Incidents
Compliance Rule Description v @ Entity ID — None— A
Application Logs Description
Entity Type —N - v
Compliance Rule — None — v Y Typ one
Support Contact Remediation
Compliance Tags - None - ~
Update
Dome9 Assignment Group Criteria... | Mandatory Field Configuration
_—— - - - — -

4. Users can set any Dome9 alert attributes to the string field of the incident.

5. By default ‘Compliance Rule’ is mapped to the ‘Short Description’ field of incident
and ‘Compliance Rule Description’ is mapped to the ‘Description’ field of incident.

6. When a new alert is forwarded to the ServiceNow at that time the fields of incident
will be populated based on the mapping given by the user.

4.2.View Incidents
Role Required: x_chpst_dome9.dome9_admin or x_chpst_dome9.dome9_user
Procedure:

1. Login to the ServiceNow instance.
2. Navigate to “Compliance Incidents”, to see the list of Incidents.
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servicenow s 1 C (3

o | peaet 1] sz
= incident =CludHatfom S Gt = thert desesiption Soomdamnt = ety = ety Ty = amignmentgs
seorch seorch Search o Search Search — Search
R o e e imsy IR mES sk SO Serves Analys Sertce browsar{ ORI 1 o ety P Lot L B .
eapiosed n a wice etk scope Tl e
s VAt nstance i service SQL Server Analysis Servce browser(FCP-2362] B = -y 5 st L pock -
e EALE D ob Dt aEl omm:mm;—m?f'mm Goe e oy ST IR R Admintaom
, . nsrtega -
[r—— = 0200413061057 Instances without npector nuns i thelast 30 days s S wstance ompay)
R ORIz - HOIOHII0GI05T  Instances wthoutinspectos nars n the Last 3 di 5 ST, S— fempey)
ez s WO DEIST I theast Impectos s m the Last 30 days e e st -
Application Logs
piliation Lo —— - s JE——— velost s s st
B L JE—
BT = HRLGS130G105T  Instances withoutInspector s in thelast 30 days s bt stance fempey)
BRI - s HRNOL 13061057 Ensere lest acoess ey s rotated cvery 0 days o bess s Jore MDASSHAWSFESEPRYSZ]  lambker ompey)
- =i r ., Ensan mukifactorasthentication [WEA s enabiod for ol L users that hawea. hj Bt app. - i
nzE s morioans LR c.w e e Lamiser -
ATy T HOOI0GI05] iestances sathontimgectos s i the Lt 3 days o bastiongal (ORI TNMATIGT)  lastance gy
nechlertisex
I - HLOSII06I0ET  Instances withoutInpectns s in thelast 30 days s ot Tstance fempey)
-
n021103 o s HRLGS130G105T  Instances withoutInspector s in thelast 31 days s mangn ga 053 wstance ompey)
i - oy ENSE MR actor i s enabiee for 2 e app-poc - —
st £ TR oonste password i INIDASSEIBIGPRANT KKMVE] He. =
JR—
pc002119 - A HRIOLLI061057  Instances without Inspector nansin the last 3 days s u " Iastance fempa)

3. Click on any Compliance Incident record to open the form view and view the fields
related to the Dome9 alert. Form view also contains the attached incidents as related
lists, and the user can navigate to the linked incident by clicking on it.

P o & @ srenrimse - Q5 @ 4

A = e @ 5 oo Update  AcnowledgeonDomed | CreateDomedBxclusion | Delete /N
Aertld  asdighytrewazxcigh o Incident  INCO012870 ®
Check Polnt Domed
Compliance Ruleset | GCP Domed Best Practices server Anal br
Dashboard
RulelD | D9.GCPNETAGONMInstance 23827TCP «© Domed Severlty  Medium
'V Configuration
Entity | gheyour firstcluster-1-pool-1-c325781a-nS57 ComplianceTags | Network Ports Security
AP Configuration
EntityType | VMinstance @ CloudAccount | GCP (fulenv-149408)
Compliance Incident Configurat...
Entity Tags CloudRegion | us-centrall
Compliance Incidents
Assignmentgroup  AdminTeam Cloud Ve
Application Logs
Comp! Config d limited
i Instances that
Support Contact 2 y
o See https//cloud further
Raw JSON Alert status: Faled s
> policy: Object
findingKey: asdighytrewazxcigh
» bundle: Object
reportTime: 2019-08-19T11:15:05.66
> rule: Object
> account: Object
region: us-centrall
> entity: Object
> remediationActions: Array[0]
Update | Acknowledge onDome9 | Create Domed Exclusion | Delete
Parent Incident (1) | Child Incidents
= et [ s b+ s et > 4> 8

4. Users can see the related parent incident as well as child incidents in the related list
given below the form. Detailed information about the child incident will be found in
section 4.10.
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== Domed Compliance Incident -—
{ IE & = ooo  Update || AcknowledgeonDomed | | Create Domed Exclusion | | Delete J
- sy vupe
findingKey: test122 -
» bundle: Object
reportTime: 2019-08-19T11:15:05.667
» rule: Object
» account: Object
region: us-central L
» entity: Object
+ remediationActions: Array|0)
Update | | Acknowledgeon Domed | | Create Domed Exclusion | | Delete
Parent Incident (1) | Child Incidents (1)
= ParentIncident E Search | Number ¥ | Search 1 tolofl
? Incidents
e Q, =MNumber ¥ I Opened = Short description = Caller = Priority =state = Category = Assignment group = Assigned to = Updated = Updated by
WMinstance with service SQL Server
() INcooloves ;23:;?:6'20 Analysis Service browser(TCP:2382) is ?::i::der 5-Planning  InProgress  Inquiry/Help  IncidentManagement  {empty) ésgsr:?r'm Domed Forwarder
exposed to a wide network scope e
Actins on selected rows... 1] tolof1

5. Users can directly open the incident from list view by clicking on the incident number
in the incident column.

4.3. Acknowledge Dome9 Incidents
Role Required: x_chpst_dome9.dome9_admin or x_chpst_dome9.dome9_user
Procedure:

1. Login to the ServiceNow instance.

2. Navigate to “Compliance Incidents”.

3. Click on any compliance incident to open the form view and click “Acknowledge on
Dome9”. (Note: the API configuration must be configured; see API Configuration

(optional)).

D Systen adn ~ [

& = ova Updue | Acknowledgs on Damed

Create Dome Exclusicn

Check Point +

SErVICENOW, service Management

— Domes Compliance Incidens
dame ® £ = cremnmmummsl

W ©

Delet= | A

HertID asdfghytrewamcigh o Incident IHCIOLZETO @

Comgliance Ruleset GCP Domed Best Practices Short desaiption WMinstance with service SOL Server Ana

Rule 1D D9.GCRHETAGSNMinstance 2382TCP (0 Diomed Severity Medium
Entity gheyaur-first-chuster-1-poal-1-c325781 Campliance Tags Metwork Parts Security
Entity Type WMinstance o Cloud Accourt GEP (fullenv-143408)
ident Configurat...,
Entity Tags Cloud Regian us-centrall
Assignment group AMminTeam Cloud VPE

Application Logs

Compliante Rule Remedistion Configure yaur database to only llow acoess fram Intermal networl and limited access scope.

Support Contact IF public interface exists, remeve it and limit the ol o applications ar instances that requires access.
cloud google. i shing, for further bout GCP kingand I
Rawi JSON flest status: Failed i}

4. One pop-up will open, enter a comment (maximum 200 characters) for the
acknowledgement, and then click “Acknowledge”.
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Acknowledge Finding

(52/200)

Acknowledged from ServiceNow Incident ID INCO011707.

Acknowledge

4.4.Create Dome9 Exclusions

Role Required: x_chpst_dome9.dome9_admin or x_chpst_dome9.dome9_user

Procedure:

1. Login to the ServiceNow instance.

2. Navigate to “Compliance Incidents”.

3. Click on any compliance incident to open the form view and click “Create Dome9
Exclusion”. (Note: the API configuration must be configured; see API Configuration

(optional)).

SErVICeNOW service Management

== Dome2 Com|
il

plisnce Incident
€ = Created 202104-14 00.09:51

DEZSE o

& = oo Updae

findingKiey: aslghytrewanclgh
= hundle Ohject

reportTime: 2019-08-19T11:15:05.667

* mule: Object

Mert D asdighytrewazscigh o Incident IHCO0128TE o)
Compliance Ruleset GCP Domed Best Practices Short description WMinstance with service SQL Server Anal
Rule 1D D9.GCRNETAGINMInstance. 2382 TCP il Domed Severity Medium
Entity ghe-yaur-first-chister-1-poal-1-c32578 1z Compliance Tags Beetwoek Ports Security
Entity Type WMinstance i Cloud Account GCP (fulleny-143408)
Entity Tags Clowd Regian us-tentrall
Aesignment group AdminTeam Clowd VPC
Compli. Ful ¥ o only allow firc i limited access soope.
IF public i sts, remenve it and limil I ications or irstan ces
further bout GLF d
Raw JSON Mlest status: Failed ]
* policy: Obgect

4. One pop-up will open, check the appropriate criteria for creating the exclusion, and
enter a comment (maximum 200 characters). Click “OK” to create the exclusion on

Dome?9.
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Create New Excl

usion

Exclusions are filters on compliance findings. For more information click here.

Ruleset

AWS PCI-DSS 3.

2

+  Exclude by Rule

Restrict

Exclude by

outbound traffic to that which is necessary, and specifically deny all other

y Cloud Account

AWS (520045580702)

Exclude by

Comment

y Entity ID

(34/200)

Exclusion created from ServiceNow.

cancel “

4.5.View linked information on Dome9 from incidents in ServiceNow

Role Required: x_chpst_dome9.dome9_admin or x_chpst_dome9.dome9 _user

Procedure:

1. Login to the ServiceNow instance.

2. Navigate to “Compli

ance Incidents”.

3. Click on any compliance incident to open the form view, and then click “Open on
Dome9” opposite corresponding to fields, to open a page in the Dome9 web

application showing

information for the selected field.

SErviCeNOW service Management DEEEE oEENE @ seoonsisme - O F @
- = Dome% Compliance Incident o
dame ) $ = Created T01-04-18 000951 & = coo Update Domed | Delete |
Alert 1D asdfgfytrewazcigh Incident INCO0LZETE @
Comgliance Ruleset GCP Domed Best Practices Short dce SOL Server Anal
Rule 1D D9.GCPNETAGA Viinstance. 2382 TCP Domesd Severity Medium
Entity phe-your-first-chister-1-poal-1-c32578 1 Compliance Tags Metwork Parts Security.
Entity Type WMInstance Clowd Account GCP (fulleny-143408)
Entity Tags Cloud Regian us-centrall
Assignment group AdminTeam Clowd VPC
Compli. Ful ey o only allow firc i limited access scope.
I public i remave it lirnil I} lications or instances that
further bout GCF d
Raw JSON Alest status: Failed M
= policy: Obgect
lindingHiey: ssdighytrewarnigh
= hundbe: Cibject

sepurtTime: 2019-08-19T11:15:05.662
* mle: Obgect

Note: Users may have to navigate to other time slots or change the default filtering criteria on

Dome9 web application to view the

4.6. Copy to Clipboard

information for the selected field.

Role Required: x_chpst_dome9.dome9_admin or x_chpst_dome9.dome9_user

Procedure:
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1. Login to the ServiceNow instance.
2. Navigate to “Compliance Incidents”.

3. Click on any compliance incident to open the form view, and then click “Copy to
Clipboard” next to the Raw JSON Alert field to copy the alert JSON to the clipboard.

SErviCeNOW serviceManagement D ESEE = TR
— Domes Compliance Incident -
dame [oll < = coteimeroiscoms & = s Updae Domed € 3 Delete AN
= + ®
MertID asdfghytrewazcigh & Incident INCOOL2ETO @
Check Paint Domed
Compliance Rulesst GECP Domed Best Practices Short description VMinstance with service SOL Server Ana
Dashboard
Fule 1D D9.GCPHELAGONMInstance 2302TCP || (D Domed Severity | Medium
Entity ghe-your-first-chuster-1-poal-1-c 325781 ComplianceTags  Metwoek Ports Security
Entity Type VMinstance =l Clowd Aecount P (fullenv-143408]
Entity Tags Cloud Region us-centrall
Assignment graup AdmiinTeam Cloud VPC
Application Logs.
Compliance Rule Remedistion Configure yaur database to cnly allow access fram Internal networks and limited access scope.
Support Contact IF public interface exists, remave it and limit the ithin the network caly to applications ar instances that requires access.
> foogle.com/compute;ds ching for further bout GCP d I

Raw JSON Alest status: Failed ‘
= policy: Obgect

finelinghey: ssdlghytrewssselgh
» hundle: Cbject

reportTime: 2019-08-19T11:15:05.662
» mule: Object

4.7. Configure assignment criteria to auto-assign new Dome9 incidents to a
ServiceNow group

Role Required: x_chpst_dome9.dome9_admin

Procedure:
1. Login to ServiceNow Instance.
2. Navigate to the “Compliance Incident Configuration”.
3. Go to “Dome9 Assignment Group Criteria” Related List.
4. Click on the “New” button.

A =F s T e v

AEILIL - mone - ~ L1ouu Account Iu - none - ~

Severity - None - v Cloud Platform - None -- v

Compliance Ruleset --None — v Cloud Region - None - ~

Compliance Rule Short description v © Cloud VPC --None -- ~

Compliance Rule ID --None - v Entity --None -- ~

Compliance Rule Description Description v ® Entity ID - None - v

Compliance Rule Remediation --None - v Entity Type - None v
Compliance Tags —None - v

Update

Dome9 Assignment Group Criteria =~ Mandatory Field Configuration (4)

= DnmsSAssignmentGmupCritsria Search  Order ¥ | Search B

? Dome9 Assignment Group Criterias

@ O, = Condition = Order A = Assignment Group = Created

5. It will open below screen

6. Fill in the form with the following details and then click “Submit”.

7. Select the group and condition on Dome9 Compliance Incidents fields for which
incident should be assigned to that group.
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8. If achild incident is created then the assignment group will be assigned to the child

incident.
= Dome3 Assignment Group Criteria
= New record
% Assignment Group Capacity Mgmt [eHING)
%k Condition All of these conditions must be met
Impact v is
Compliance Rule ¥ | startswith
or
New Criteria

% Table  Dome9 Compliance Incident [x_chpst_dome9_domed_incident]

Vi 25 oo Submit
=

% Order 100

1-High O o

Rule ©  or | D

Submit
0]
Field Description
Assignment Select the User Group to which Incidents are to be assigned.
Group
Order If more than one criterion can be applied on an incident the order of criteria will
used for application.
Condition Create a condition which determines on which incidents the criterion will be
applied.
The fields are related to Dome9 Compliance Incident
[x_chpst_dome9_ compliance_incident] table.

To update an existing criterion, click on the record from list view, do the required changes, and then

click “Update”. To delete a criterion, open the record and click “Delete”.

— Dome9 Assignment Group Criteria

< | = Created 2019-08-21 23:39:34
Assignment Group ATF_TestGroup_ServiceDesk Q,
g
s Condition Allof these conditions must be met

Cloud Platform v is

or
All of these conditions must be met

Dome9 Severity v is

or

New Criteria

%k Table  Domed Compliance Incident [x_chpst_domed_dome9_incident]

Update Delete
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4.8. Ability to set the resolve States from available Incident states

Role Required: x_chpst_dome9.dome9_admin
Procedure:
1. Login to the ServiceNow Instance.
Navigate to the “Compliance Incident Configuration”.
Click on Resolve States.
List of incident state should be there in dropdown
Users can select multiple states in the resolve states field.
Selected Resolve States will be added as an option in the Resolve Incident Status
field.
7. The remaining states from Resolve States will be added as an option in the
Reopened Incident State.

o vk wnN

D 0 IR @ e~ Q5 O 4

Domes Compliance Incident Configuration -
Crnabed 3019.07-22 (503:25. F = e pm

Kt O ed (o configer dents are craated
“It" will be allowed 10 i 5 i {x_chpst_s I_useror

x_chpst_

Incdent wil unchecked, Incisent will net create in Servcenow pplicable caly If ncoming Aler's stabss ks Passed)
a5 rasolved states for incklent
The status to which the incident wil transit on,

er resobved on Domed.

i 3 reated from incaming

Ao Arcess to ITIL o e Resclvs States Canceded

Crostemnckdnt i notprosent. v

Rescved Wnckdent Status Hew
Reopged Incknt Stabus On Held

hi incidesn Condition i Filter Conditiens | Add “0%" Clause Clozed
Cancaled

Created ¥ | Bnotempty v D R X

4.9. Incident state update automatically when alert is resolved on Dome9

Role Required: x_chpst_dome9.dome9_admin
Procedure:
1. Login to the ServiceNow Instance.
2. Navigate to the "Compliance Incident Configuration”.
3. User can select Resolved Incident State from dropdown
4. If the incident is resolved on dome9 and return status as “Passed”, then in
ServiceNow, incident state will be updated as per selection in dropdown
a. If None is selected, then App will not update the incident.
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= Domed Compliance Incident Configuration .
{ = Creoted M19-07-22 150335 & = eee Update

Compliane Incident Configuration is used to configuee how the Demed Incidents are created and updated cn ServiceMow from Domed Compliance Findings.

& Allow Aocess to [TIL: i checked, users hawing the role "itil” will be allowsd to sccess the Domed Compliance Incidents; IF unchecked, users would additicnally need amy of the Domed Application roles
(a_chpst_domedomed user ar x_chpst_dames.demes_admen) to acoess the Damed Compliance Incidents.

= Create Incidentt if not present: I checked, Incident willl be created i not available in Servicenow; F unchecked, incident will not create in Servicenow [Applicable anly if incoming Alert's status is Passed)

= Resolve States: Selected states will be considened as resolved states for incident in SenviceMow.

= Resobed Incident Status: The status to which the incident will tranzition, once the alert associated with it is resolved on Dome3.,

= Reopened Incdent Stahus: The status te which the incident will transitien, ance the alert associated with it is recpened after reschoed an Domet,

# Child Incident Conditionc Pravide the condition for creating Child Incident. I the given condition matches while re-cpening the existing Domed Parent Incident, then the application will automatically create a Child
Incideng for that Parent Incidant.

= Compliance Abert Field Mappings: To mag Domed Mtributes with existing Incident table's columns, select the column name for the sttribute tomap. Only the columns with the String data-type will be displayed.

= Assignment cnoena:A{slgnmrma:.litrrlnndq\nnchawmunrldm rr¢.'m‘dlmmln(nming Damed abers are assignod to specific ServicaN oW group.

= Mandatary Field Configuration: Canfiguration for the mandatary Fields which should nat be empty while closing the incidents.

Al Accoss ta ITIL L

# Hesalue States = Canceled, Clased, Resahwed
Cooate Incident IF nat present o Fresalved Incident Status Rusalved b
Feapened Incident Status Canceled
Closed
Child Incldent Condetion AddFilier Condition  Add "0R” Clasise

5. If any option selected other than ‘None’ then worknote as well as Application Logs
will be added. For ex - “Close” is selected in Resolved Incident Status
a. Inwork Notes - State changed to "Closed" automatically as the finding is
resolved on Dome9.
b. In Application logs - [resolvelncident] Changing the state of the incident with
number <INCIDENT NUMBER>to Closed(7)
6. If any fields of the Incident table are populated with default values then it will be
mentioned in Work Notes as well as Application Logs.
a. Populating default values for the fields : category, subcategory
7. Proper Application logs are added for better User Experience.

Note: we are just updating status while closing/resolving incidents. Other fields will
not be updated.

4.10. Reopen Incident if same alert generated again

Role Required: x_chpst_dome9.dome9_admin
Procedure:

1. Login to ServiceNow Instance.

2. Navigate to “Compliance Incident Status”.

3. The user can select Reopened Incident State from dropdown. The default value for
this field will be “New”.

4. |If the incident’s state is in list of resolve states on ServiceNow and if the same alert
is generated again on Dome9 then the app will reopen the incident as per selection
in dropdown. otherwise it will create a new incident.

a. If None is selected, then App will not change the state of incident
5. Note: If Any incident is Created and resolved in SNOW and after that deleted from

SNOW and again the same alert is received from SNOW then it will be considered as
a new Incident.
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= Domed Compliance Incident Configuration e
£ = Created T015-07-22 050226 & = oo Updat

Compliance Incident Configuration & uged to configues how the Deme Incidents are created and updated on Serviceiow from Domes Compliance Firdings.

» Allow Acoess to ITIL: I checked, users hawing the robe "itil”* will be allowsd to acoess the DomeS Compliance Incidents; IF undhedesd, users would additionally need any of the DomeS Application roles.
(x_chpst_domefidomed_user orx_chpst_domeSidemed_admin) to acoess the Domes Compliance Incidents

= Create incident if not present: If checked, Incident will be created i not available in Servicence; If unchecked, incident will not create in Servicenow [Applicable only if incoming Alent’s stabus is Paszad)

= Resclve States: Selected states will be considered as reselved states for incident in ServiceNaw.

= Resolved incident Status: The status to which the incident will transition, once the sbert assaciated with it is resolved on Domed.

= Reopened Incident Status: The status to which the incident will trarsition, cnce the alert associated with it is recpened after rescbved on Domed,

= Child Incident Conditian: Pravide the condition Tor creating Child kncident. IF the given condition matches while re-opening the existing DomeS Parent Incident, then the application will automatically create a Child
Ingident for that Parent Incident.

= Compliance Alert Field Mappings: To map Darmed Attributes with existing Incident table’s columns, select the column name for the attribute ta mag, Only the columns with the String data-type will be displayed.

= Assignment Criterka: Assignmant critarion defire how the Incidents created fram incoming Domed alerts aro assigned to spocific SerdonNow group.

* Mandatary Field Configuration: Configuration for the mandatary fields which should not be empty while closing the incidents.

Allow Access ta 1TIL ».f ¥ Resalve States & Canceled, Clased, Resoheed
Create Incldent IF nat prosent ».f Resolved Incldent Status Fesolwed w
Reapened Inddent Status In Progeess V|
| —mane— 1
hild Incident Condition &ddFilter Condifion | Add "OR" Clause | Hew
On Hokd
Createsd v = not empty - S =

4.11. Set a condition to create child incident when parent incident reopens

Role Required: x_chpst_dome9.dome9_admin
Procedure:
1. Login to ServiceNow Instance.
2. Navigate to “Compliance Incident Configuration”.
3. A User can set a condition in “Child Incident Creation Condition”.
4. If the incident is resolved and received Dome9 alert with status ‘Failed’ then:

a. If no conditions are provided, then the application will work the same as
before i.e. the child incident will not be created.

b. If the condition is provided and matched with the parent incident then the
parent incident will be reopened and a new child incident will be created
and will have the same state as parent incident.

c. If the condition is not matched then the parent incident will be reopened
and the child incident will not be created.

d. If the child incident is created, then data will be updated to child incident
only. So in future if the same alert is generated again with status ‘Failed’ it
will update the child incident.

e. If the child incident is resolved and again the same alert with status ‘Failed’ is
forwarded to ServiceNow then again we will create a new child incident if
condition is matched in configuration, and if condition doesn’t match then it
will reopen the parent incident.

f.  If the same alert with status ‘Passed’ is forwarded to ServiceNow then it will
close all the child as well as the parent.

5. Note:

a. If Anyincident is Created and resolved in SNOW and after that deleted from
SNOW and again the same alert is received from SNOW then it will be
considered as a new Incident.
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b. If the state of the parent incident is manually changed by the user, then the
state of all the children will be synchronized with parent incident as per the

default behaviour of servicenow.

c. Evenif the user uses any custom state or selects “New” in resolved incident
state and “In Progress” in reopen incident state, then while reopening the
incident all the children and parent incident will get reopened as per the
default behaviour of servicenow. The parent-child synchronization is

explained in the URL given below.
https:
r inci

ne-man men n

docs.servicenow.com/bundle/guebec-it-service-management/page

rent-child- -sync.html

0 B & BRI @ - QOO

= Dome Compliance Incident Canfiguration
= Created 2019-07-22 05:0326

&

sas | Update

4.12. Customize Mandatory Fields While Closing Incidents

Role Required: admin

Procedure:

1. Login to the ServiceNow instance.

2.
3.
4
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Navigate to “Compliance Incident Configuration”.
Go to “Mandatory Field Configuration” related list.
Click on the “New” button.
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c e e crested and updated -
= Allow Access to TIL: f checked, users having the role "t will be allowed to access the Domed C unchecked, Id any (x_chpst_domed.domed_user or
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nt in ServiceNow.
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- Child Incident Condition: Provide the condition for creating Child Incident. f the i then th achild Incident.
Compi gs: i S 1L be displayed.
« Assignment Criteria: Assignment crteri from i group.
Allow Access to ITIL ] % Resolve States & Canceled, Closed, Resolved
Create Incident if not present o Resolved Incident Status Resolved ~
Reopened Incident Status In Progress ~
Child Incident Condition Add Filter Condition || Add "OR" Clause
Resolved w || before || Last30days v @ AND | OR || X
Compliance Alert Field Mappings v
Alert ID —None — A Cloud Account ID ~MNone - A
Severity —None— R loud Platform ~None - R
Compliance Ruleset —None — A Cloud Region ~MNone - A
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= Domed Compliance Incident Configuration
<= Created 2019-07-22 05:03:26

,ﬁ 25 ooo  Upda
-

ALY — none - v LI0UU ACLOUNILIU —-none - v
Severity —None-- v Cloud Platform - None -- -
Compliance Ruleset —None - v Cloud Region - None - v
Compliance Rule Short description v @ Cloud VPC - None - v
Compliance Rule ID —None - v Entity —None - v
Compliance Rule Description Description v Entity ID —None - v
Compliance Rule Remediation --None - v Entity Type --None -- v
Compliance Tags - None - v
Update
Dome9 Assignment Group Criteria | Mandatory Field Configuration (4)
= Mandatory Field Configuration| m Search Mandatory Field while closingincident ¥ | Search 1 to4of4 B
? Dome9 Mandatory Field Configurations
ié:i O\ = Mandatory Field while closing incident = Default Value
5. It will open below the screen.
2 = zgmﬁgxra:dawry Field Configuration é *2 oo | Submit

s Mandatory Field while — None -
closing incident

Default Value

Submit

This configuration give flexibility to customize the mandatory fields which should not be empty while closing the incidents.

» Mandatory Field while closing incident: Select name of the field which should not be empty while closing incident.
« Default Value: The selected field will be populated with default value, if selected field found empty while closing the incident.

Note: Please enter the value from the available choice list if the selected field in the incident table has a dropdown

If the default value field is not defined then the selected field will be populated with preformatted string(Dome9 URL_Alert ID_Updated Date).

6. Select any field from the dropdown list, to make it mandatory while closing the

incident.

7. Provide default value for the selected field in “Default Value” field.

8. If the user didn’t provide any value in the field then the selected field will be
populated with “<Dome9 URL>_<Alert_ID>_<Updated Date>" if found empty while

closing the incident.

Note: To open existing records, users have to click on the Default value field. Clicking
on the first column will redirect the user to the parent table(As per ServiceNow out

of the box feature).

Note: It would be good to provide default value from choices available in the
incident table in case the selected field has choices. ex - if the selected field is

Category then provide the default value as software or hardware.

Note: Mandatory field while closing Incident will be visible to the user who has an

admin role, As this field shows the option from the system table.
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4.13. Create incident if not present in SNOW when alert received with status
“Passed”

Role Required: x_chpst_dome9.dome9_admin
Procedure:
1. Login to the ServiceNow instance.

2. Navigate to “Compliance Incident Configuration”.

3. Checkbox for ‘Create Incident if not present’ is given.

4. By default this checkbox will be checked.

5. If the checkbox is checked then if any alert received with status ‘Passed’ in

servicenow, but incident or dome9 compliance incident record for the same alert is
not found in servicenow then it will create the incident and mark it as
closed/resolved as per the selection in Resolved Incident status. and return status
201 to Dome9.

6. If the checkbox is not checked and the alert received with the status 'Passed' in
SNOW, but the incident is not present for the same alert then it will not create an
incident as per configuration and the 200 status code will be returned.

== Domas Compliance Incidont Configuration -—
¢ = Creatod 2008.07.22 050235 @ == %% Update

Compllanse Ingld et Configuration |5 usad 50 oo e R the Demed Incldents are creatied and spdated on Senvicetlow frem Domed Compliance Andings,

= Allgw Access to TIL: H checked, users having the robe 5 will be allewed to aocess the Domed Compliance incldents; Ifunchecked, wsers would addtionally nesd any of the Domed Appdication reles (x_chgrst_doamed domed_user or
_ChEST_ e, e s b acoess e Domed Com plance e kents

= Create incident if ot presents Il checkad, Incident will be created i not svadlable in Servkencw; T unchecked, Incld et will ot create In Sanviencw [Applicabile only B Ingoming Alert's status Is Passad|

» Rasnhved Incident Statiis: Tre S1atis 0 which th ncident will Crnsian, once the sart assockated with It §s resalved on Damed.

= Reopened Incident Status: The status te Wihich the ncklent will transiten, eroe the alert assaclated with itis reopesed amer rescived an Domed,

= Compliance Alert Field Mapgings: To map Domed Attributes with exsting Incident table's columns, select the celumn name for the atiribase tomag. oy the columns with the String data-type will be displayed

= A Criberia; A5k eritertan ‘the Incidants creqtid fram IRCOmING DAme alerts ara assipned 1o speciic SeniceMow groip,

= Mandatery Field Configuration; Contiguranon for the mandatory fields which showld nat e empty whike closing the Incidents,

Al Aggess B ITIL w Resnlved Incikdent Sttus Kone -

Creale Incident Fnot present ~ I Fropened incident Status Hona -

Crnnlianen flart Fiald Mannino: A

4.14. View the Dashboard

Role Required: x_chpst_dome9.dome9_admin or x_chpst_dome9.dome9_user

Procedure:
1. Login to the ServiceNow instance.
2. Navigate to “Dashboard” from the Navigation Menu.
3. Apply filters as necessary to view the displayed information.
4. If any filter shows option (empty) then also the user can select the filter of (empty)

and clicking on “Apply Filter” will populate the dashboard accordingly.
5. Dashboard will show the counts based on Dome9 Compliance Incidents record.

Note: Created Incident and Active incident will show the counts of the parent
incident which are directly associated with the Dome9 Compliance Incident
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Dome9d Compliance Incidents Dashboard

Created Incidents Active Incidents
100 100
Time Range
. . Al time v
3 H
2 M Cloud Accounts
3 e 3 e ALL v
g g
5 5
§ o § o Cloud Platforms
% 8 ALL v
8 20 g 20
Compliance Rulesets
o 0
2020-12-31 2021-01-04 2021-01-07 2020-12-31 2021-01-04 2021-01-07 ALL v
Cloud Region Cloud Platform Severity Status Entity Types
ALL v
Regions
ALL v
Severity
ALL v
Status
W High=T9 (85.87%) W New=85(92.39%) ALL v
I AWS =89 (96.74%) B Medium = 11 (11.96%) Bl Resolved = 6 (6.52%)
M GCP=3(3.26%) Low =2 (2.17%) M Closed=1(1.09%)
Top 10 Cloud Accounts Top 10 Entity Types
100 o
% 8
H H
g 2
] g
T W ]
H 5
g 3
s E
£ 3
E w
3 1
E g
E
o
AWS (520045580702) GCP (fulleny-145405)
Cloud Account Domeg Cumpllamelrl:dent Pemem::ul‘ Entity Type Domed Compliance Incident Count  Percentage of Count.
ount nt SecurityGroup n u.78%
AWS 89 96.74%
(s200ss807) lamUser 25 I7.17%
GCP (fullenv- 3 226% CloudTrail 1 11.96%
149408) Region 10 10.87%
Total 92 100% s3Bucket 5 5.43%
lam 4 4.35%
VMinstance 3 3.26%
Instance 1 1.09%
KMS 1 1.09%
Total 92 100%
Top 10 Compliance Rulesets Top 10 Compliance Rules.
100 2
3
£ ® S s
I e £
] B
2 S
g B
| R ]
H
20 o )
- > : v o g o
§x¢~ & &
&# o &
0 & §
AWS CIS Foundatio... GCP Domes Best Pr.. AWS PCIDSS 3.2 < “ © <
Domed Compliance Incident  Percentage of Domed
Compliance Ruleset fpeoConelisce ek o i oM percentage
Count Count Compliance Rule Compliance "~ ' ""
AWS CIS Foundations v. 8 95.65% [z i
100 Ensure the default security group of every VPC 18 2432%
GCP Domes Best 3 326% restrictsall traffic
Practices Ensure IAM policies are attached only to groups 10 13.51%
AWS PCI-DSS3.2 1 1.09% foies
Ensure no security groups allow ingress from 0 1351%
Total 92 100% 0.0.0.0/0t0 SSH (TCP:22)
Ensure VPC Flow Logging is Enabled in all 10 13.51%
Applicable Regions
Ensure multi-factor authentication (MFA) is 7 9.46%
enabled for all 1AM users that have a console
password
[Ensure 53 bucket access logging is enabled on 5
the CloudTrail 53 bucket
Ensure first access key is rotated every 30 days 4 541%
or less
Ensure no security groups allow ingress from 4 541%
0.0.0.0/0 to RDP (TCP:3389)
Credentials (with passwerd enabled) unused for 3 4.05%
90 days or more should be disabled
VMInstance with service SQL Server Analysis 3 4.05%
Service browser(TCP:2382) is exposed to a wide
network scope
Total 74 100%
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5. Uninstallation

This section describes how to uninstall the Dome9 application from a ServiceNow instance.

Role Required: System Administrator (admin)

Following steps will guide you how to uninstall the Check Point Dome9 App from the ServiceNow UlL.

1. Search for “Applications” under “System Applications” from the left navigation menu.

SerVicenow Service Management

system appli ®

= * ©
System Applications
Search ServiceNow Store
Getting Started
Studio
¥ All Available Applications.
All
Installed
My Company Applications
Application Cross-Scope Access
Application Restricted Caller Ac...

Application Design Access.

2. From the Application Manager, select “Check Point Dome9” application.

3. Click “Uninstall” to remove the application.

¢ | = Store Application

=== Check Point Domed
Vendor Check Point Sollware Technologies Inc Vendor prefix
Design and Runtime Changing these options may affect how your application runs once it's been installed on a target instance.

JavaScript Mode ES5 Standards Mode Runtime Access Tracking

Restrict Table Choices

Subscription Management. Il this application is licensable, sel the subscription requirement and model.

Licensable ~
Subscription requirement Monitor
Subscription Model Not applicable

Related Links

Manage Developers
Roll back
Switch to this Application

Uninstall
Local Customizations | Installation Logs (1,277) | Installed Files (418)
= Local Customizations Search | fortext v

Y Application Files
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6. Support, Troubleshooting, and Known Limitations

6.1. Support
Role Required: x_chpst_dome9.dome9_admin or x_chpst_dome9.dome9_user

Support Contact Details: https://www.checkpoint.com/support-services/contact-support/

ServiCenOW. serviceManagement D Global v @ System Administrator = Q. 7 (D) 82

dome
CHECK POINT

CloudGuard

Dome9
Check Point Dome9 Support Contact

= Contact Details: https://www.checkpoint.com/support-services/contact-support/

6.2. Troubleshooting
6.2.1. Application Logs

Role Required: System Administrator (admin)

1. The user should check the application logs whenever it experiences any errors.

SErviCeNOW. serviceManagement D Global l @ ssenidninsmor - O (R Q) B
dome [Q) = Aeeloe m Search | Created ¥ | Search 1 0100677657 B PP
= * y S All>App Scope = Check Point Domed > Created on Today

& O, = Created ¥ = Level = Message = App Scope

Check Point Domed

Search Search Search =Check Poin
o G mlm 22 05:14:58 ident] The incident with number=yOp+hVAxsaK31Ekw+N+fuc is auto assigned to group with sys_id=2156c3 73 08393673a7e  Check PointD
G {?}%1?5'22 03:14:58  |nformation  [Alert] Alert received from 184.72 207,130 Check Point D
. ; ()  H0EZO5MSE |nformation  [Alert] Incident created successfully for the alert with ID 3D7bpGVZSBOTIWTZKZKAD Check Point D
Compliance Incident Configurat —
O DWEREMR Eror [_getAttribute] Could not find the key "entityvpc.name” in alert. Check Point D
(D DBNOSIESE jnformation  (Alert] Incident created successfully for the alert with ID Znw=cgIZgTsX+ZBLARGIG Cheek Point D
[ORETor ident] The incident with number=znw+cg|Zg7sX+ZBLFVtqtG is auto assigned to group with sys_id=2156c3aB0b982300cac6c08393673aTe  Check Point D
(0] w Error [_getAttribute] Could not find the key "entityvpc.name” in alert. Check Paint D
@ m}im'ﬂ“!“-‘ﬁ Information  [Alert] Incident created successfully for the alert with ID yOp+hVAxs4K31 Ekw+N+fve Check Point D
@ 2MHEFI OB rror [ getAttribute] Could not find the key "entityvpe.name” in alert. Check Point D
(D 2208905158 nformation  [Alert] Incident created successfully for the alert with ID X61q+e2QTGFBkNWLWVGM K Check Point D
@  WU0B205I458 nformation  [Alert] Alert received from 103.66.112.226 Check Point D
® W Information  [autoAssignincident] The incident with number=X61q+e2QTGFBknwLwVEM+K is auto assigned to group with sys_i 011 4837e6103f2  Check Point D
(1) 2019-08-2205:14:58 ... ettt ] £l ot B s e Mottt i Sl Fhoct it T
N

6.2.2. Unable to install Dome9 application from ServiceNow Store

Problem Statement: Unable to install the application from ServiceNow Store.

Date: 13 Jan 2022 Page 37 of 40



L]
SerV|Cen W Check Point CloudGuard Dome9 Application

1. Verify you have the system administrator (admin) role.
2. Navigate to “System Definition”  “Plugins” in your instance.

3. Verify the following plugins are in active state. If not then first install and activate
these plugins.

a. Scripted REST APIs (com.glide.scripted_rest_services)
b. Content Management (com.glide.cms)

c. Incident (com.snc.incident)

6.2.3. Unable to find Dome9 custom roles

Problem Statement: Unable to find Dome9 custom roles.

Login to the ServiceNow instance with System Administrator.
Navigate to “System Application”  “Applications”.

Verify the Check Point Dome9 application installed properly.

L A

If the error persists, then the user should reinstall the application.

6.2.4. Unable to create new user Dome9 custom roles
Problem Statement: Unable to create a new user for Dome9.
1. Review the following link and execute the steps.

https://docs.servicenow.com/bundle/quebec-platform-administration/page/adminis
ter/users-and-groups/task/t_CreateAUser.html

6.2.5. Unable to install/activate plugin in ServiceNow instance
Problem Statement: Unable to install/activate plugin in ServiceNow instance.
1. Review the following link and execute the steps.

https://docs.servicenow.com/bundle/quebec-platform-administration/page/adminis

ter/plugins/task/t_ActivateAPlugin.html

6.2.6. Unable to get Dome9 findings and alerts

Problem Statement: Unable to get alerts from Dome9 as incidents on ServiceNow.
1. Login to the Dome9 instance.
2. Navigate to “Compliance & Governance” “Notifications”.

3. Open the notification and click “Test” to check the connectivity between Dome9 and
ServiceNow.

4. If the error message is displayed, check the endpoint URL. It should be of the form
https://<instance-name>. service-now.com/api/x_chpst_dome9/alerts.
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5. Check the Username and Password of ServiceNow Dome9 forwarder user and
confirm whether the x_chpst dome9.dome9_forwarder application role is assigned
to the user.

6.2.7. Unable to perform Ul Actions

Problem Statement: Unable to perform Ul Actions “Acknowledge on Dome9” or “Create
Dome9 Exclusion”.

1. Login to the ServiceNow instance with Dome9 Admin user.

2. Check whether the “API Configuration” is configured (see API| Configuration

(optional)).

3. Also check whether the APl Key and Secret Key are not deleted from Dome9
application.

6.2.8. Child Incident Creation Condition shows the fields which are not related to
Dome9

Description: In Compliance Incident Configuration, Child Incident Condition field will show
the fields of the table which are extended from incident.

6.2.9. All Child Incidents getting reopened when parent reopens
Problem Statement: All Child Incidents getting reopened when parent reopens

In the incident record, If the state of the parent incident is manually changed, then the
state of all the children will be synchronized with parent incident as per the default
behaviour of servicenow.

Even if the user uses any custom state or selects “New” in resolved incident state and “In
Progress” in reopen incident state, then while reopening the incident all the child and
parent incident will get reopened as per the default behaviour of servicenow. The
parent-child synchronization is explained in the URL given below.

https://docs.servicenow.com/bundle/quebec-it-service-management/page/product/incide

nt-management/concept/parent-child-state-sync.html
6.2.10. Widget not visible on Dashboard

Problem Statement: Widget not visible because it exceeded the load time.
1. Login to the ServiceNow instance.
2.  Move the mouse pointer over the widget which is not visible.

3. Inthe top- right corner of the widget, click “refresh” icon.

6.3. Known Limitations

° The dashboard view may be disoriented when the screen width is minimized less
than 1366px.
° Currently “Compliance Alert Field Mappings” shows fields of Incident and Task table

with fields type “String”, because payload get from dome9 is in String. And we have
used the same String Fields in Mandatory Fields Configuration. As of now it is not
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technically possible to provide static value to all the data types or get the values from
the User in different formats.
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